7™ International Workshop on Systems Safety & Security
- IWSSS 2019 -

Post Conference Report

1. Introduction

International Workshop on Systems Safety & Security — IWSSS (www.iwsss.org) is
an annual scientific event focused on subjects of growing importance in the global political,
military and economic context. The workshop topics are related to increasing the security and
safety of the systems that are key components of critical infrastructures such as energy
production and distribution, water and wastewater management, defense, healthcare
providers, transportation systems and communications.

IWSSS was initiated in 2013 when its main focus was the protection of emerging
intelligent cars and transportation systems. The success of the first edition determined the
organizers to approach a broad range of subjects regarding systems safety & security.

2. Brief IWSSS history

The first edition of IWSSS was initiated by Dr Emil Pricop and took place in
conjunction with ICSTCC 2013 — The 17th International Conference on System Theory, Control
and Computing in Sinaia, Romania.

Since 2014, IWSSS was organized as a special event of the International Conference
on Electronics, Computers & Artificial Intelligence — ECAI. This prestigious conference was
organized by an international consortium of universities and research institutes led by
University of Pitesti — Faculty of Electronics, Telecommunications and Computer Science,

Page 1 0of 6
July 2™, 2019 IWSSS 2019 Post-conference Report Dr. Emil Pricop



Romania. In each year ECAl was hosted by a different university from the consortium, as
follows: the Politehnica University of Bucharest in 2014, Lumina University Bucharest in 2015,
the Petroleum-Gas University of Ploiesti in 2016, University Valahia — Targoviste in 2017 and
the Gheorghe Asachi Technical University of lasi in 2018.

The papers presented in the sessions of IWSSS were published in ECAIl proceedings
in IEEE Xplore and are indexed by the prestigious databases Clarivate Analytics Web of
Science — Conference Proceedings Citation Index (CPCI) and SCOPUS.

3. Past editions participants & papers

The International Workshop on Systems Safety & Security benefits from good
international exposure. The first edition was organized in an international venue and
contributed to the visibility of IWSSS. Starting with the 2" edition, there were international
participants in each year. In the table below, there are listed the number of papers with
international (non-Romanian) authors and their affiliation country.

Edition Number of accepted papers Number of Number of authors
international with international
papers affiliation
1%t edition 7 . .
IWSSS 2013 papers in regular session - (none)
Canada — 3 authors
2"4 edition 6 papers in regular session 4 papers Kazakhstan — 2 authors
IWSSS 2014 5 papers in poster session Slovakia — 1 author
USA — 1 author
Canada — 4 authors
Japan — 3 authors
3" edition 10 papers in regular sessions 5 papers China =1 author
IWSSS 2015 Jordan — 1 author
USA - 3 authors
Iraq — 2 authors
Israel — 1 author
Sweden — 1 author
4t edition 12 papers regular sessions Pakistan — 1 author
. 5 papers .
IWSSS 2016 (1 invited paper) Slovakia — 2 authors
Iraq — 2 authors
Canada — 1 author
5" edition 15 papers in regular sessions 2 papers Sweden =2 authors
IWSSS 2017 Angola — 1 author
Jordan — 3 authors
India — 2 authors
6 edition 10 papers in regular sessions 5 papers Netherlands — 1 author
IWSSS 2018 2 papers in e-sessions France — 1 author
Germany - 5 authors
Ukraine — 3 authors
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4. Past editions post-conference publishing opportunities

The IWSSS organizers tried to offer the participants some supplementary publishing
opportunities for the extended versions of their papers presented at the International
Workshop on Systems Safety & Security.

In 2015 we initiated a book publishing project for selected papers from IWSSS 2014
& IWSSS 2015. The book, titled “Recent Advances in Systems Safety Security”
(https://www.springer.com/9783319325231) was edited by Dr Emil Pricop and Dr Stamatescu
Grigore and was published in 2016 in Springer International Publishing in Studies in Systems,
Decision and Control series.

In 2018, Dr Emil Pricop, Dr Jaouhar Fattahi, Dr Nitul Dutta and Dr Mariam lbrahim
started an international book project that contains extensions of some of the best
contributions from previous IWSSS editions. The book is expected to be published in Springer
International by the end of 2019.

5. IWSSS 2019 information

In 2019, the 7th edition of the International Workshop on Systems Safety & Security
took place on June 28th, 2019 in Pitesti along with the 11th International Conference on
Electronics Computers & Artificial Intelligence — ECAIl 2019. The session took place between
15:30 - 17:30 in room T211 at the Faculty of Electronics, Telecommunications and Computer
Science, Romania, the University of Pitesti which was the host of ECAI conference this year.

There were presented seven valuable papers, as listed below:

1. Yanis Beqgali, Hamza Es Sadik, Francine Herrmann, Fabrice Sabatier -
Malware’s Double Anti Analysis (DAA) Analysis Methodology;

2. Hidenobu Oguri — A Method of Decreasing Connectability of Derived Data,
Using Local Differential Privacy;

3. Nicolas Ferry, Thomas Hackenheimer, Francine Herrmann, Alexandre
Tourette - Methodology Of Dark Web Monitoring;

4. Balduino Estison Mugilila Camachi, Dan Popescu, Loretta Ichim - Smart Grid
Protection Using Mac Value Analysis;

5. Terézia MézeSova, Pavol Sokol, Tomas Bajtos - Evaluation of Attacker Skill
Level for Multi-Stage Attacks;

6. Laurentiu Gabriel Militaru, Dan Popescu, Loretta Ichim - Spectrum Options
and Wireless Communication Solutions for Drones;

7. Octavian lonescu, Viorel Dumitru, Emil Pricop, Octavian Buiu, Cornel
Cobianu, Mihai Raneti, Stefan Pircalabu, Costin Marica - On the Development
of a Robust Cyber Security System for Internet of Things Device.

5 of the 7 papers presented at IWSSS 2019 have international authors.
The nationality of the authors is presented below:
1. Angola—1 author;
France — 7 authors;
Japan — 1 author;
Slovakia — 3 authors;
USA — 3 authors.
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Figure 1 - The speakers of IWSSS 2019

The papers presented at IWSSS 2019 were selected and accepted following a single-
blind peer-review process done by the international scientific committee. Each paper was
reviewed by at least 3 reviewers. Also, all the papers were screened for plagiarism by using

the IEEE Crosscheck solution.

Nr. Crt. | Affiliation country Number of reviewers
1. Austria 1
2 Canada 3
3. India 1
4, Jordan 1
5 Romania 8
6 Slovakia 1
7 United Kingdom (UK) 1
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The workshop was attended by approximately 15 persons. Each speaker presented
the paper in English, which is the official language of the ECAI conference, by using the
multimedia technologies offered by ECAI organizers. After each presentation, there was a
short questions & discussions session, where some interesting ideas have been pointed out.
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Figure 3 - Presentation of an IWSSS 2019 paper

6. IWSSS 2019 Publishing opportunities

This year IWSSS team has a partnership with MDPI Information Journal (ISSN 2078-
2489; CODEN: INFOGG). The extended versions of selected papers presented at IWSSS 2019
will be published in the Information Journal - Special Issue "Advanced Topics in Systems
Safety and Security" (https://bit.ly/iwsss si), having as guest editors the IWSSS organizers —
Dr Emil Pricop, Dr Grigore Stamatescu and Dr Jaouhar Fattahi.

teld Information

01010
INRIBNIR an Open Access Journal by MDPI
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Information (https://www.mdpi.com/journal/information) is an Open-Access journal
indexed in a large number of prestigious databases: Clarivate Analytics Web of Science (ISI -
Emerging Sources Citation Index), Scopus, DBLP (Universitat Trier), El Compendex.

The article processing charge (APC) for publishing in MDPI Information is 1000 CHF,
but it will be waived for the authors of the extended papers selected from IWSSS 2019.

The publishing opportunity was promoted on IWSSS website and at the workshop by
distributing flyers to all the participants.

Figure 4 - Information Special Issue publishing opportunity flyer

7. IWSSS 2020 - perspectives

The 8th International Workshop on Systems Safety & Security will take place as
traditionally as a special session ECAIl conference. In 2020 the conference venue will be the
Politehnica University of Bucharest.

The aim of IWSSS 2020 is to maintain the high quality and visibility of the workshop
and to increase the number of international speakers. We are studying the possibility of
inviting a renowned security specialist as a keynote speaker at the next IWSSS edition.

We thank all the authors, reviewers and participants of the International Workshop
on Systems Safety & Security. Special thanks to MDPI Information for supporting IWSSS 2019!

We would like to thank the ECAI organizers, especially to Prof. Nicu Bizon and prof.
Mihai Oproescu for supporting and hosting our workshop in very good conditions for 6 years!

8. Contact information
Further enquires can be sent to:

Dr. Emil PRICOP

Control Engineering, Computers & Electronics Department
Petroleum-Gas University of Ploiesti

39, Bucuresti Blv., Ploiesti, Prahova, 100680, Romania
e-mail: emil.pricop@upg-ploiesti.ro

web: https://iwsss.org
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